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Summary

| Smartphones and their applications have
become an integral part of information society

| Security and privaepgrotection technology is an
enabler for innovative business models

| Recent research on mobile phone security (ma
focus on Android)




Trust Model
| Different & more complicated than PC world
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SmartphonesApplicationsToday




And in Near Future:
ContextBased Policies & Applications




Enterprise Solution:
RestrictingApplication Set
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Worldwide SmartphoneSaleso EndUsersby Operating System
Market Share Q2/2010
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News Time

Nokia phones hit by malware attack

EEES rosted sth July 2010 at 1:01pm by Matt Dixon

A malware campaign is targeting smartphones
based on the Symbian platform from a handful
of manufacturers, potentially posing a threat to
millions of users worldwide

»
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Overview of selected smartphones

Closed Source
Sandboxing
Code Signing
Code Inspection
Non-Executable
Memory
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Open Source
Strict
Sandboxing
Java Dalvik
Virtual Machine
Java Apps
Lightweight
Code Signing
Permission
Framework

A Open Source
A Security

Framework
based onRole
Based Access
Control
Detailed
information not
yet published

Closed Source
Apps and main
part of the OS in
Java

Endto-End
Encryption
Code signing
and digital
certificates



The Newcomer: Windows 7 Phone
A new competitor for IPhone and Android?

| Security Aspects
| Strict Application Sandboxing

|solated Storage
| Applications can only access own data
| Applications are not allowed to access OS
storage
Application Signing
| Application are signed by Microsoft
| Microsoft also enforces code inspection

| No native code in applications allowed

| Phone features (SMS;eElF A f = X 0

| Only indirect access through launchers
and choosers

| Launcher and Choosers start central
built-in applications
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Attack Technique ReturnOriented
Programming

Adversary

Corrupt Control
Structures
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Recent Apple IPhone Jallbreak

Disable signature verification and escalate privileges to root

Request
http://www.jailbreakme.com/_
/iPhone3,1 4.0.pdf

1) Exploit PDF Viewer Vulnerability by means
Return-Oriented Programming
2) Start Jailbreak

3) Download required system files
4) Jailbreak Done



18

AppleiPhone StealingSMS Database

Uservisitsadversaryweb page

Sendmaliciouswebpage

Send SMS Database

o r




PrivilegeEscalationon GoogleAndroid

NOPermission
to send SMS

ExploitBug

A

Lucas Davi, Alexandra Dmitrienko, Ahnitekza Sadeghi, Marcel Winandy

1o Information Security Conference (ISC 2010
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GoogleAndroid:

Communicationwith web serverswithout possesingNTERNERPermission

O Permissions
4 MaliciousApp\

- 4

1) AskBrowserfor datatransfer
from a remoteserver

2) Browsefforwardsrequest
3) Filesare transmittedto SD
card

INTERNEPermission
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S-M-R-T...

I am so smrt.
Because I read
ebooks!




GoogleAndroid History

| 2005: Google purchases Android Inc.

| 2007: The Open Handset Alliance (Google,
LYadaSts ¢/ X0 Fyy2dzyC
Android phone

| 2008: Release of the first Androipowered
device
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GoogleAndroid: Impact

| 1 v R NEnArketishare increasesontinously
| See Slidé

| Many mobile device manufactures deploy Android
| Android is already used in tablet PCs and netbook

| Android is open source

| This enables researchers to extend the security
architecture

| Similar to Apple, Android features an app
market with more than 100,000 apps



Android Architecture

| Linux kernel:

| Network, storage,
YSY2NEZ

LINE OS&aaAay3a X

| Android middleware: _

| WE @I £ A NI dzI f 51IIIIIiz X
| Eachapp runs within its ~ Linux kernel -

own virtual machine

| Applicationlayer:

Instance
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Android Middleware

Android Installer
JavaDalvikVirtual Machine
(DVM)

| Special Java Virtual Machine
for Android

| Interprets Java Code of Apps

Inter-process
communication (IPC)

| Apps communicate via IPC
Calls

| IPC messages are called
Intents
Reference Monitor (RM)

| IPC calls are mediated by a
middleware reference monitor

Reference &
. ROION
Monitor

Dalvik VM

Installer
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Android Installer:
Installation of a Benign App

Requested
permissions are
reasonable
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Android Installer:
Installation of a SecurityCritical App

o

requests permission
to send SMS?
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Applicationlsolation by Sandboxing

Each application is isolated in own sandbox
| Applications can access only own resources

Sandboxing is enforced by Linakscretionary access control (DAC) system
| Each Apps assigned a unigqudseriDand uniqueGrouplD
| Each App has a private data folder




Android Permission System

| Application are assigned permissions

| Permissions are needed to control access
| System resources (logs, battery, etc.)

| Sensitive data (SMS, contactanails, etc.)

| System interfaces (Internet, send SMS, etc.)

| Application (developers) can also define own
permissions to protect application interfaces
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The Manifest File

Permission Reference a
S GIOM

Installer Database Monitor

DalvikVM
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Permission System:
| App A is allowed to send

SMS (P

| App A also posses

permission B(e.g., access
location)

| App B has two interfaces

protected by permission P
and B




GrantedPermission
CALL PHONE

CoreApplication
with many Browser
interfaces

RequiredPermission
CALL_PHONE

Download

Provider




