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Summary 
ÍSmartphones and their applications have 

become an integral part of information society  

ÍSecurity and privacy-protection technology is an 
enabler for innovative business models 

ÍRecent research on mobile phone security (main 
focus on Android) 
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Trust Model 
ÍDifferent & more complicated than PC world 

Íaǳǘǳŀƭ ƳƛǎǘǊǳǎǘΣ ǊŜǎƻǳǊŎŜ ŎƻƴǎǘǊŀƛƴǘǎΣ Χ 
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Smartphones Applications Today 

Mobile Phone 
Features 

Call, SMS, MP3, Video 

Interfaces 
GPS, WiFi, Bluetooth, Infrared 

Online Services 
Browsing, E-Mail, E-Shopping,  

Social Networking 

Location Services 
Navigation, Recommendation 
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And in Near Future: 
Context-Based Policies & Applications 
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Bluetooth Discovery 

ωBluetooth interface should only be discovered at home 

ωRequires location recognition 

Lend Phone 

ωAccess control to sensitive data (e.g., SMS) when lending 
to others  

ωRequires user recognition 

Application Restriction in Company 

ωA company restricts the set of applications which can be 
used while the employee is working 

ωRequires policy enforcement by trusted third parties 



Enterprise Solution:  
Restricting Application Set 

App 1 

App 2 

App 3 

App 4 

App 5 

Policy 

Company 
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Based on Gartner Statistics (August 2010) 
http:// www.gartner.com/it/page.jsp?id=1421013 

Worldwide Smartphone Sales to End Users by Operating System 
Sold Units Q2/2010 
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http://www.gartner.com/it/page.jsp?id=1421013
http://www.gartner.com/it/page.jsp?id=1421013


Worldwide Smartphone Sales to End Users by Operating System 
Market Share Q2/2010 
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Based on Gartner Statistics (August 2010) 
http:// www.gartner.com/it/page.jsp?id=1421013 

http://www.gartner.com/it/page.jsp?id=1421013
http://www.gartner.com/it/page.jsp?id=1421013
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News Time 
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Threat Classification 
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Attacks on Privacy 
Location, E-Mail, Contacts 

Runtime Attacks 
Code Injection, Return-Oriented 
Programming, Kernel Exploits 

Hardware Attacks 
GPS, GSM Module, Base Station 

Malware 
Trojans, Viruses, Worms 

Attack 
Vectors 
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Overview of selected smartphones 
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Å Closed Source 
Å Sandboxing 
Å Code Signing 
Å Code Inspection 
Å Non-Executable 

Memory 

Å Open Source 
Å Strict 

Sandboxing 
Å Java Dalvik 

Virtual Machine 
Å Java Apps 
Å Lightweight 

Code Signing 
Å Permission 

Framework 

Å Open Source 
Å Security 

Framework 
based on Role-
Based Access 
Control 

Å Detailed 
information not 
yet published 

Å Closed Source 
Å Apps and main 

part of the OS in 
Java 

Å End-to-End 
Encryption 

Å Code signing 
and digital 
certificates 



The Newcomer: Windows 7 Phone 
A new competitor for iPhone and Android? 

ÍSecurity Aspects 
ÍStrict Application Sandboxing 
ÍIsolated Storage 
ÍApplications can only access own data 
ÍApplications are not allowed to access OS 

storage 

ÍApplication Signing 
ÍApplication are signed by Microsoft 
ÍMicrosoft also enforces code inspection 

ÍNo native code in applications allowed  
ÍPhone features (SMS, E-aŀƛƭΣΧύ 
ÍOnly indirect access through launchers 

and choosers 
ÍLauncher and Choosers start central 

built-in applications 
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Attack Technique: Return-Oriented 
Programming 

Data 

Control Structures 

Code 

Libraries 

Program Memory  
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3 
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Corrupt Control  

Structures  
1 

Instruction sequence Return 

Instruction sequence Return 
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Return Address 

Return Address 

Instruction sequence Return 

Return Address 

ƕ 
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Adversary 



Recent Apple iPhone Jailbreak  
Disable signature verification and escalate privileges to root 
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Request 
http://www.jailbreakme.com/_
/iPhone3,1_4.0.pdf 

1) Exploit PDF Viewer Vulnerability by means of 
Return-Oriented Programming 

2) Start Jailbreak 

3) Download required system files 

4) Jailbreak Done 



Apple iPhone: Stealing SMS Database 
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User visits adversary web page 

Send malicious webpage 

Send SMS Database 



Privilege Escalation on Google Android 
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Java 
Application 

Native Code 

NO Permission 
to send SMS 

Exploit Bug 

Escalate Privileges 

Lucas Davi, Alexandra Dmitrienko, Ahmad-Reza Sadeghi, Marcel Winandy 
Information Security Conference (ISC 2010)  



Google Android: 
Communication with web servers without  possesing INTERNET Permission 
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Malicious App 

0 Permissions 

Android Web 
Browser 

INTERNET Permission 

1) Ask Browser for data transfer 
from a remote server 
2) Browser forwards request 
3) Files are transmitted to SD 
card 
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Google Android History 

Í2005: Google purchases Android Inc. 

Í2007: The Open Handset Alliance (Google, 
LƴǘŜƭΣ I¢/ΣΧύ ŀƴƴƻǳƴŎŜǎ ǘƘŜ ǊŜƭŜŀǎŜ ƻŦ ǘƘŜ ŦƛǊǎǘ 
Android phone 

Í2008: Release of the first Android-powered 
device 
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Google Android: Impact 

Í!ƴŘǊƻƛŘΨǎ market share increases continously 

ÍSee Slide Worldwide Smartphone Sales to End Users 
by Operating Syste... 

ÍMany mobile device manufactures deploy Android 

ÍAndroid is already used in tablet PCs and netbooks 

ÍAndroid is open source 

ÍThis enables researchers to extend the security 
architecture 

ÍSimilar to Apple, Android features an app 
market with more than 100,000 apps 
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Android Architecture 

ÍLinux kernel: 

ÍNetwork, storage, 
ƳŜƳƻǊȅΣ ǇǊƻŎŜǎǎƛƴƎ Χ 

ÍAndroid middleware: 

ÍWŀǾŀ ±ƛǊǘǳŀƭ aŀŎƘƛƴŜΣ Χ 

ÍApplication layer: 

ÍEach app runs within its 
own virtual machine 
instance 
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Linux kernel 

Android  
Middleware 

Applications 



Android Middleware 

ÍAndroid Installer 
ÍJava Dalvik Virtual Machine 

(DVM) 
ÍSpecial Java Virtual Machine 

for Android 
ÍInterprets Java Code of Apps 

ÍInter-process 
communication (IPC) 
ÍApps communicate via IPC 

Calls 
ÍIPC messages are called 

Intents 
Í Reference Monitor (RM) 
Í IPC calls are mediated by a 

middleware reference monitor 

App A App B App C 
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Installer 

Reference 
Monitor  

Dalvik VM 



Android Installer:  
Installation of a Benign App 

Android Market 

User 

Install 
Requested  

permissions are  
reasonable 

Permissions 

Movie Player 

Download App 
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Android Installer:  
Installation of a Security-Critical App 

Android Market 

User 

Why Movie Player  
requests permission  

to send SMS? 

Permissions 

Malicious Movie Player 

Download app 

Deny install 
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Application Isolation by Sandboxing 
Í Each application is isolated in own sandbox 
Í Applications can access only own resources 

Í Sandboxing is enforced by Linux discretionary access control (DAC) system 
Í Each App is assigned a unique UserID and unique GroupID 
Í Each App has a private data folder 
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Android Permission System 

ÍApplication are assigned permissions 

ÍPermissions are needed to control access  

ÍSystem resources (logs, battery, etc.) 

ÍSensitive data (SMS, contacts, e-mails, etc.) 

ÍSystem interfaces (Internet, send SMS, etc.) 

ÍApplication (developers) can also define own 
permissions to protect application interfaces 
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The Manifest File 

Android Middleware 

Installer 

Perm. P1 

App B 

Perm. P2 Perm. P3 

Reference 
Monitor  

App A 
Application 
Manifest 

P3 

App A 
Application 
Manifest 
P1 P2 

Dalvik VM 

Permission 
Database 



Permission System: Example 

ÍApp A is allowed to send 
SMS (P1) 

ÍApp A also posses 
permission P2 (e.g., access 
location) 

ÍApp B has two interfaces 
protected by permission P2 
and P3 

App B 

App A 

Perm. P1 Perm. P2 

Perm. P2 Perm. P3 
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Android 

Browser 

Phone 

Download 
Provider 

Android Permission Graph 

Core Application 
with many 
interfaces 

Required Permission: 
CALL_PHONE 

Granted Permission: 
CALL_PHONE 


